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Introduction

Enterprise IT environments have struggled with the enormous task of routinely managing the
many separate images required to support all of their distinct PC models. The inefficiencies of
this manual process equate into many labor-intensive hours.

Hardware Independent Imaging Solution (HIIS) steps above the manually engineered process
limitations by providing an easy and manageable methodology for image consolidation. The
core product functionality leverages the existing Deployment Solution framework (no complex
architecture to implement). The intuitive HIIS console allows administrators to quickly build
support for a single image, while populating Altiris Deployment Solution with a familiar Job to
use for imaging.

NOTE: For organizational purposes, this User Guide presents HIIS topics as organized
by HIIS Console interface location, NOT necessarily in order of use in a normal
implementation. For an operational flow sample, see the HIIS Quick-Start Guide in
Appendix | of this document. Also, a set of video-b ased HOWTO will be coming soon to
the Altrinsic Solutions website. Check

http://www.altrinsicsolutions.com/products/hiis/ind ex.html for emerging details. Itis
strongly recommended that the complete user guide b e read prior to implementation of
HIIS.

Installation Prerequisites

Microsoft Windows Server 2003

.Net Framework 1.1

Local or Remote Microsoft SQL Server 2000 SP4 or Microsoft SQL Server 2005.
Altiris Deployment Server (Herein “DS”) 6.5 or 6.8 through version 6.8 SP2 with:

0 Deployment Solution eXpress share installed on same computer as
Deployment Server

o All required configuration to support DS console job initiated, automation (PXE
or embedded DOS/Win PE/Linux pre-OS environment) based image
capture/deploy, software delivery and script tasks.

0 Automation OS Support for Mass Storage Drivers (herein “MSD”) (specialized
disk controller drivers - such as certain SATA/SCSI chipset - as required to
allow automation pre-OS to interact with disks for imaging purposes) such as
are for automation to be able to access disk drives.

0 Alocal, “local administrators” account on the DS that has been configured
for...or may be used by HIIS as a service account.
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Installation

Hardware Independent Imaging Solution is intended to be installed in a server environment,
on the same server as an operational Deployment Server installation. The 6.8.1.6578 version
of HIIS does not support remote consoles, but may be administered through a local console,
terminal services or remote control applications configured on the deployment server.

After verifying that the above requirements are met, run the HIIS installation MSI called
“HIIS_Setup.MSI”. The Installer MSI will verify the above prerequisites and proceed only if
they are met.

The installer will attempt to detect the path to the eXpress share of the current Deployment
Solution installation and add a HIIS directory. Verify that the path to the eXpress share is
correct before proceeding with the installation and use this for the installation directory for
HIIS.

NOTE: Because certain HIIS components are required to exist in the eXpress share so that
clients targeted jobs have access to them during deployment, the detected installation path is
not configurable.

Review and Accept the license agreement to continue. The next interface will include
prompting for details related to the eXpress database and administrator credentials for the
server installing HIIS. When providing an account, be sure to enter it in domain\username
format.

NOTE: The local or domain account specified as part of the Account Information must
be made a local administrator on the DS server, and — |[F DS SECURITY IS ENABLED —
added and be made a full administrator in Deploymen ___t Server . This must be done
before pressing OK on the following dialogue. If se curity is enabled in the DS console
Tools>Security dialogue, the HIIS service account (illustrated as “ADMIN” in the
following dialogue) must be given “Administrator” g roup and individual rights in the DS
security system.
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_TE Setup in Progress... ] =]

Enter Information about Deployment Databaze

Hardware independant Imaging Sclution

— Server and D atabaze details

SOL ServerMame  [MESERY

[latabaze Mame IEXpress

— Connect to SOL server Using _
Enter uzer name and password with Administrator nightz for the SEL database. Thiz iz uzsed
fo update or create database eritries,

" Use logged in user credentisls

" Lz SOL Server authertication

Enter lzer name and Pazsword for SEL Server

Lizer Mame: !Sa Passmond i******ﬁ

Accaunt information

Frovide: credentials necessam for server backaround processes. This account should have
adrminiztrator rights on this server.

. Pazsward ixxxxxxxxxxxx
Uzef Mame  [ACMENADMIN

Confirmn Pagzwond

ixx:cxxxxxxxxx

The next interface allows specification of the security context account credentials required to
run HIIS related executables on managed computers. Activities affected by this setting
include both driver collection and hardware inventory actions. This setting can be changed at
a later time in Settings>Credentials.

If the environment supports utilization of a single domain account which provides administrator
rights to managed computers, the “Use Domain Account for rights on DS managed
computers " option is the best choice as long as DS managed nodes do not include non-

domain/AD member systems.

If the computing environment does not include domain management or contains multiple
domains without trust relationships between them or workgroup systems, the “Use
Temporary Local Security ” option is recommended for most environments that require the
capturing of drivers on freshly unboxed systems (that ship with an OEM OS and driver set)
without having to first join the system to a domain. This option creates a local User account
on the server and adds it to the Administrators Group. Also, all HIIS related Tasks which
require administrator rights on the managed computer will first create a local User, add it to
the Administrators Group, and then remove the account after the activity has completed. By
default, this account is named “hiistemp” but can be renamed. The name of this account
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MUST be unique to the environment—errors will occur if a pre-existing account with the same
name exists on the server or any managed computer.

4% Credentials Ed

% Ilse Domain Account for rights on DS managed computers

When uzing this mode, an account must be furnished that haz Administrator
rights on the managed computer, and also has wite access to the e<press
ghare on wour DS ingtalled server.

Domain ||
|Jzer Mame I
Password I

Confirm Pazsword I

" Ise Temporam Local 5 ecurity

This option creates alocal account on managed nodes during Collect or
Advanced Hardware Inventory [&HI) events, and then removes it after each
action has completed. The DS installed zerver will be populated with the
matching local account, howeser this account must persizt on the zerver. This
method works well in environments where multiple domaing exist [without trust
relationishipz]. or where domait authentication is not available

Do not uze a uzermname which may match an account that is already
prezent on either the server or the clients

Uzer Mame Ihiistemp

Pazsword |

Save

After this HIIS installation completes, a licensing dialogue will appear as follows:

Hardware Independent Imaging Sclution

Warmning: This Computer program is protected by copyright law and intemational
treaties. Unauthorized duplication or distribution of this program, or any portion-of it,
may result in severe civil or criminal penalties, and will be prosecuted to the
maximum extent possible under the law.

Licensing@AlirinsicSolutions.com

Altrinsic | Solutions "o a:tinscsoutions com

By contiriming Ehe brizl o agres to b biound byl the bermes of the EULS, secompanying this sofbware,

10 days remaining ﬂ—.ﬂal_r;aE,l have a license ™

The “Try” button can be pressed and will allow a 30 day trial with up to 20 systems returning from the
“Refresh Classes” function.
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Non-trial HIIS installations must be licensed fora Il systems that are managed by the Altiris
Deployment Server as ONLY the licensed number of sy  stems will be returned for analysis.
HIIS returns systems in First In First Out order th  at they were populated into the DS database.

If you have a full license (*.LIC) file, click the “I already have a license” link and use the following
dialogue to specify the desired license file:

Select Existing License = |EI|£|

Select Existing License

If you have already purchased a license for this product and have received the
licenze file you can select it now. The licenze file will be installed prapery to urlock
the application. DO NOT use this form if you have a serial number, use the
reaistration formto enter a senal number instead. '

Licenze File Location
IE:\Program Files\altinishexpress\Deployment ServerHIIS_BO00lic

Browze. |

Support Url

% Install license for this application only

Support Email Installlicense for all applizations that use this component [Requires
support@salirinsics olutions oo adminiztrative priviledges) '

Support Phone

EED 55,

(0] LCancel

License status can be checked by clicking on the “About” menu in the HIIS Console.

HIIS About HIIS i ]

HIIS License Information B

Hardware indepandent |maging Sobution

Hardware Independent Imaging Solution

rLicensed To:

Serial numbers:
[ F LT SR TSN S & ]
AUP Date: Mok sat
ProductHardware Independent Imaging Salution with Server Support.
Modes: 2000 ' '

Wergion: B.8 2 B578 0K Update License
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° Once the license key is applied, it is necessary to close and re-open the HIIS console to
(4 fully activate the license.

HIIS Operations Overview

NOTE: For organizational purposes, this User Guide presents HIIS topics as organized
by HIIS Console interface location, NOT necessarily in order of use in a normal
implementation. For an operational flow sample, see the HIIS Quick-Start Guide in
Appendix | of this document.

Building hardware independent support for imaging using HIIS is organized into the following
steps:

1) Identify —Analyzes the computers managed by Deployment Solution by grouping
computers into Compatibility Classes, or groupings of computers based on shared
commonality in the imaging process. (see page 3 for more details)

2) Collect —Utilizes Deployment Solution architecture to run specialized collection
routines which build a support library for each Compatibility Class recognized. (see
page 4 for more details)

3) Export —Populates the Deployment Solution with a Job to image the computers in the
environment using the process that has been built by HIIS. (see page 5 for more
details)

4) Maintain — Allows the scheduling of regular class refresh/collection events to provide
for automatic Compatibility Class membership updates and automated collection of
any classes that are both uncollected and have a Candidate Computer (a system that
is both online and running the “Target Operating System” as set in Options>Settings.
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ldentify

Hils Hardware Independent Imaging Solution - Default il = !Elll

File Options  Help
Collect i Export I Maintain I

H
Total Compatibility Classes |dentified: 136

Compatibility Claszes Currently Collected: 2 Hardware independent Imaging Sciution
|dentified Compatibility Class Manuf/Model - [Candidates/Total] Selected Candidate Computers [ Total:] B

100118-Dell-OptiPlex GX400 [0/1) _:_l AemeS000936:100107 -Del-0ptiPlex Gx270
100119-Dell-OptiPlex GX400 (0/1) Acmeb000938:100070-Del-0ptiPlex G240

100120-Dell-OptiPlex GX400 [0/1) R e e s
100121-Dell-OptiPlex GX50 [0/1] AMANDA 00004414 Technologies, [ne.-FA43
1001 22-Dell-OptiPlex GX50 [D/1) HPVICTIM 21007 33V Mware, [nc.AMware Vitual Platform

1001 23-Dell-DptiPlex GX50 [0/2)
100124-Dell-OptiPlex GXE0 (0/17) z |
1001 25-Dell-OptiPlex GXE0 (0/63)
100126-Dell-OptiPlex GXE0 (0/50)
100127-Dell-DptiPlex GXE0 (0/1)

1001 28-Dell-DptiPlex GXE0 [0/1)

100129-Dell-DptiPlex GXa 233MThr EM+ [0/1)
100130-Dell-Precision WorkStation 650 [0/1)
100131-SNC302EEH -SNC302EEH (0/1)
1001 32-¥YMware. Inc.-¥YMware Yirtual Platform [0/1]
1001 33-¥Mware. Inc.-VYMware Virtual Platform [0/1] Auto |

M XPVICTIMZ
100134-Dell-KPS-Z [0/1)

100135-Dell-XPS-Z [0/1)
1001 36-¥IA Technologies. Inc.-FX43 [0/1])

|

2
2
L ]
2
2
2
2
L ]
2
2
2
2
L ]
2
2
@
L ]
- ]
°

B
B
:'___!.

¥ AMANDA

Find: I Mext |
Refresh Classes | ¥ Check far hardware changes on refresh Mest > |

Analyzing the diverse hardware within the organization is the first phase in building a
process to support the imaging of it. The functionality present within the Identify tab in the
HIIS console uses an advanced algorithm to group computers based on the commonality
that is important to imaging. These calculations examine several characteristics including
manufacturer, model and hardware devices that are present. The process identifies and
graphically illustrates these groupings, called Compatibility Classes , within the HIIS
interface. Each class can be expanded to list all of the computers which are members of
the class.

The “Refresh Classes” button forces HIIS to re-anal ~ yze computer grouping.
> For large Deployment Solution databases, or for HII S installations managing
2 more than one profile, this process may take from o ne to fifteen minutes (or
more). Refreshing is necessary if new computers ar e introduced to the DS
management environment.

The HIIS Identify interface allows the administrator to elect only one representative from
each Compatibility Class. This selection process is at the administrator’s discretion, since
knowledge of the environment is helpful in selecting class representatives. Each
representative is used in later steps to harvest and build a library of support files
necessary to image every computer belonging to the same class.

To select a representative, highlight the computer and click the arrow button to move the
computer to the right-hand list box. The X button allows computers to be removed from
the select list. Alternately, the “Auto” button can be selected which will automatically
examine all classes and select the first viable candidate system in the group. Currently,
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this feature does not discriminate between systems with driver versions as such data is
not available in the current version of Deployment Server. Auto selections may be
manually overridden.

Regardless of the candidate computer choosing action, only one computer per
Compatibility Class can be selected as a candidate at a time. Adding a computer to the
list when a computer from the same Compatibility Class already exists, results in a dialog
asking if replacement of the existing computer from the same class is desired.

z

You may notice that some computers within the Compa tibility Class list are
not able to be selected as representatives. Inord er to be a candidate, a
computer’'s OS must both match the Target OS (as set in the
Options>Settings menu dialog), and also currently h ave an active connection
state with the Deployment Server. A dynamically det  ected list of Target OS’s
appear in the referenced dialogue ONLY AFTER an ini  tial class refresh has
been completed.

Collect

Hils Hardware Independent Imaging Solution - Default
File ©ptions Help

Identify : L | Exportl Maintainl

Selected Candidate Computers [Tatal:] E

=101

Selected Candidate Computer

Hardware Independent Imaging Solution

= Acme5000336:1001 01 -Dell-OptiPles GX270
% AcmeB000938:100070-Del-OptiPles G240

—Schedule

= AcmeS000939:100102-Dell-0ptiPlex GX270

€0 ADMINTD001E-D el MG 06T

0 AMANDA 10000414 Technologies, Ine. -F<43

0 <PVICTIMZ 100133 Mware, Inc. Viware Yitual Platform

' Run Collect Immediately

" Run Collect at Scheduled Time: 207-0826  v| [o430PM =

1

—Scope

' Collect from all computers at once

" Collect in batches of I‘ID 3: computers every |5 3: minLtes

Lollect Mow | V' Collect Microsoft Drivers

Clicking thiz buttan will cause the DS to assign a Job ta the selected computers.
Thiz action populates HIIS with a library of files necessary to support imaging of the
reprezented hardware and all other members of the same Compatibility Clazs.

Beware that selecting too many computers at once could create an adverse amount
of network traffic. If you are concerned that too many computers are selected, use
the batch option above.

Status:

|2 !

¢ Back

Mext >3 |

| Bemove |

After analyzing hardware diversity and populating the list with one computer to represent each
identified Compatibility Class, the next step is to use those computers to build a library of files
necessary to image those computers and other computers like them (belonging to the same
class). The HIIS Collect tab provides an intuitive interface and allows the administrator or
imaging technician to quickly and easily harvest these files.

z

When running the collect action on a Deployment Sol
computer, the user impact will be very minimal, if

ution managed
at all. The collect action
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runs silently (without dialogs or interface), howev er the end-user may
notice some drive activity. The process averages 1 -2 minutes to complete
on a selected computer, depending upon the number o f hardware devices
and network traffic at the time of the collect acti on

The computers that were selected in the Identify tab are listed in the Collect tab in the left-
hand box. To initiate a collect, highlight each computer that you wish to collect from, and
select either the “Run Immediately” radio button, or define a schedule for the collect and then
click the “Collect Now” button. When doing this, HIIS will create and assign Jobs as
necessary. These Jobs can be seen in the “HIIS Temp” Job folder in the Deployment Solution
Console.

As the collect action finishes on each computer, the icon next to the computer changes to
indicate either success or failure. If failure occurs, either troubleshoot the problem or select a
different computer to represent the class, and re-collect.

The Libraries that are created for each Compatibility Class are located in the eXpress share at
AHIIS\Collect\Library\<CC#>, where CC# is the Compatibility Class number. After the class
driver pack is copied up to this location, the \HIIS\UNIPROC.EXE process, triggered as the
last event in the collect job, analyzes the uploaded drivers and copy any drivers from the CC
that are not represented in the Unified Driver Repository (“UDR” located in
AHIIS\Collect\Library\Drivers) pack into the UDR. This allows the UDR to become a list of all
unique driver folders collected from all classes. After they have been processed into the UDR,
the collected class pack drivers located in: .\HIIS\Collect\Library\<profile>\<Compatibility Class
Number>\DRV  may be manually (or via a recurring, custom DS job) deleted for disk space
reasons. It is recommended that only the contents of the compatibility class pack “DRV” folder
be deleted and the remainder of the class pack left for optional HAL injection and
informational (<CC#>.txt) use. Processing into the UDR can be verified by task completion in
the DS console. If manual inclusion is desirable, the following command line can be used:

<DS Install path>\HIIS\UniProc.exe /path \HIIS\Collect\Library\Prof1\<CC# folder to process>
For example:

C:\Program Files\Altiris\eXpress\Deployment Server\HIIS\UniProc.exe /path
AHIIS\Collect\Library\Prof1\100016

NOTE: After collecting a class, it is strongly recommended that administrators view the
associated <CC#>.txt files [Problem Devices] section to verify that there are no
items of concern such as devices with failed or missing drivers; this should be

i done on all classes. Disabled devices are not necessarily a problem unless the
device was disabled due to a operational issue, especially a driver fault. Capturing
a driver pack from a system that has a failed or missing driver will propagate the
issue and can cause deployment failures. Remember to navigate into the correct
profile directory under .\HIIS\Collect\Library when performing all filesystem
operations on HIIS compatibility class HAL/driver packs.
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& . localhost’ eXpress' HIIS  Collect’ Libr 0f1,100 =10 x|

File:  Edit  Wew Favorites Tools. Help | ;"f-

(JBack = o3 ~ (¥ | ) Search |~ Folders | ke (e e BE) | =
Address || 5) \localhostieXpressiHIIS CollectiLibraryiProf 110001 4 _:1 el

Mame: = | Size I Twpe I [z
ICycore File Folder 3
| File Folder 3
E 10001 4 Exk 3 KB  Text Document 3l
i;_wi cmdlines. txt 1KB Text Document 3!
F.é’l driverslist, Ext ZKB Text Document 3!

1 | ]

Sample <CC#>.txt Location

Export

HII5 Hardware Independent Imaging Solution - Default I = IDIil

File Qptions Help
Identif}ll Collect  Export I Maintainl
=]

Hartware Independent [maging Solution

Select Sysprep answer file to uze {leave blank for nohe: I.\HIIS\Sysplep\Sysprep.inf Brawse | Create Sysprep.inf |
Select Image to Use: I.'\Images\XP.img Erowyse | Create Image |
Select automation environments for which to create a Jobe —Sitalistics
v D0s i
Tatal Identified Comipatibility Classes; 4
IV wiinPE Compatibility Clagses Withaut Suscessful Collection: 4
F’_- Lirw Compatibility Clazzes with Successful Collection: 0
Advanced Options . : .
_ Total Computers Supported by Imaging Process: o
I lise collected core OS fles [HAL, etc] IV Inject Applications
Total Computers Unsupported by Imaging Frocess: 4

IV Use collected driver files

Clicking one of these buttons will cause HIS to immediately populate the DS with animaging job for each
autamnation envirorment you have selected. The Jobs are located in the HIS JOBS 5 HIIS IMAGING JOBS
folder structure within the appropriate: pre-boct enwiranment folder (HILS DOS, HIS WinPE, HIS Linus].
Computers that are members of supported Compatibility Classes can be imaged with theze Jobs. Create Jobfz] for Initial Deployment |

Create Joblfz] for Standard Deployment |

Status: |

£¢ Back | Mext >3 |

The final step in the essential tasks necessary to support imaging for multiple hardware
platforms is to populate Deployment Solution with the Job (or Jobs) necessary for imaging.
The Export tab in the HIIS console allows selection of the image file chosen to be used for the
process, along with the Microsoft Sysprep answer file (sysprep.inf). If there is not a previously
created sysprep.inf, the Create button next to the path specification field for Sysprep.inf allows
for the creation of one. Since the pre-boot environment used determines the architecture of
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the Job that HIIS creates, it is necessary to specify which automation environment(s) that will
be used during deployment. Multiple selections will result in multiple jobs generated in the
Deployment Server Management console. Remember to press F5 in the console if the jobs
have not appeared when expected; appearance of HIIS-generated objects in the DS Console
are subject to the console refresh interval. Also see, “Specifying a Sysprep Answer File”
below.

Specifying an Image

Use the Browse button to select a previously created image to use within the new hardware
independent imaging process. This image should match the Windows Platform that is
specified in HIIS Settings>Target OS dialog. The image should also be prepared using
Microsoft Sysprep to prevent non-unigue SIDs on the network, and to assist with the device
enumeration process.

The image specified should exist within the eXpress share, unless the image exists in a
location which a managed computer (being imaged) can access from the pre-boot
environment. If the image is not in the eXpress share, special configuration of the pre-boot
environment is necessary to allow drive mapping to the alternate location.

Creating a New Image

When the “Create Image” button is clicked next to the image selector area, the Prepare and
Image a Computer interface is presented. This HIIS feature allows an imaging administrator
to easily Sysprep a computer and then upload a new image to be used for hardware
independent imaging. Creating an image in this way is not required in order to use HIIS, as
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any XP image in Altiris image format that has been properly prepared using Microsoft Sysprep
can be used. Prepare and Image a Computer provides options to add mass-storage drivers
and special functions like cleaning the Altiris Agent GUID so that duplicate Notification Server
Resource GUIDs can be avoided, even though the installed agent is included in the captured
image.

Selecting a computer from the left-hand box identifies it as the computer chosen to be the
image template system. Generally it is best to choose a system whose HAL presents
with the description “ACPI Uniprocessor PC". To view the system’s HAL, use the right
click menu in HIIS IDENTIFY Tab to view the system’s devices. Expand the “Computer” node
and the HAL description will be shown. Once a proper system is chosen, it is suggested that
the system be prepared with Service Pack and patching levels as appropriate, and install any
software desired to be included in the image prior to imaging it from the Prepare and Image a
Computer interface in HIIS. After selecting the image name, the computer to be imaged, and
the pre-imaging options, clicking the “Run Now” button will cause a DS Job to be created and
assigned to the computer in question. The Job assignment may be either immediate or
scheduled depending upon the options selected.

NOTE: The HIIS “Prepare and Image a Computer” functionality requires the prior
installation of the Microsoft Sysprep Component from the Deployment Solution
installation routine. If it was not installed during the initial DS installation, DS setup
may be re-run with specifying Sysprep support as the add-on component. Optionally,
just copy the DEPLOY.CAB file from the XP (or Windows 2003) OS CD to root of the
\Sysprep folder....NOT in the .\HIIS\Sysprep folder. The DEPLOY.CAB file can be
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found in: <XP OR 2003 CD ROOT>\Support\Tools folder. When this cab is placed in
the .\Sysprep folder, close and reopen the HIIS console and choose the image create
button on the EXPORT Tab. The “XP/2003 x86” selection should be selectable. If the
DEPLOY.CAB is used from the Windows 2003 CD, it is capable of Sysprep packing
either XP or 2003 Server. The XP CD DEPLOY.CAB will ONLY work on the client OS.

Generally, the “Embed Selected MSDs” checkbox should be used when preparing an image
for HIIS distribution. This will add mass-storage drivers that were registered with the
“Options>Injection Management>Mass Storage Device Selection” interface into the image so
they are available as boot critical devices. Boot critical MSD’s must be added this time and the
image periodically recompiled using this interface to include newly registered MSD drivers and
associated Device IDs.

When all settings are configured press the “Create Jobs” button. This will assign a “Prepare”
(Sysprep packaging) and “Image” job to the selected PC. This system should be logged into
and available to verify that the Sysprep icon appears on the taskbar and to press “Continue”
as required while the system loads the MSD’s registered with HIIS. Once the MSDs are
loaded, the remainder of the process (including copying up the resultant image file to the
specified server location) should continue automatically. This process presumes that the
select image template system and DS environment is properly configured to perform console
job based automation imaging. If it is necessary to use a boot floppy, or post interrupt network
boot specification, the “Shutdown” option should be checked under the Sysprep options rather
than “Restart”.

Specifying a Sysprep Answer File

Since the Sysprep answer file is an important element in the imaging process, the HIIS Export
tab permits the selection of a sysprep.inf file, or to easily create a new one if necessary. The
resulting Job (or Jobs) will replace the sysprep.inf file in the image (if one is already there)
with the one that is designated here, after the imaging is completed on the managed
computer.

To select a pre-existing file, click the Browse button and locate the file. To create a new
sysprep.inf file, click the Create button next to the sysprep file path field.
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Boot Environments

During the imaging process, managed computers must boot into an alternate OS presence,
often called a “pre-boot environment”. HIIS supports three platform types for this
environment: WInPE, Linux, and DOS. Each Deployment Solution imaging Job created by
HIIS must be specific to one of these environments. The HIIS Export tab allows selection of
the environments for which to build a Job. For each selected platform, a separate Job is
created and placed into the corresponding Job Folder in the Deployment Solution Console.
When imaging, use the appropriate Job type based upon the pre-boot environment known to
the systems being imaged. Image jobs are set to use Default Automation, but it is critical that
the scripting generated for the job be compatible with the automation environment.

Standard Deployment vs. Initial Deployment Jobs

When a Deployment Job is created, it will be listed in the HIIS Imaging Jobs folder in the
Deployment Solution Console under the appropriate pre-boot automation environment. A
standard deployment job is used when a computer has already been added in the Console
and is a member of a collected compatibility class. Initial Deployment is used with new
computers that do not come with an OS, or they have the wrong OS. Initial Deployment will
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use the Make and Model of the computer to determine which compatibility class. This will pull
the drivers from all the classes for the specific make and model. In this way, we are very likely
to get the necessary drivers for a brand new system setup.

Maintain

Maintenance can be the most labor intensive portion of a hardware independent image
deployment initiative. The HIIS administrator can turn on a maintenance cycle that will cause
the solution to run a scheduled task that runs an automated class refresh cycle at the time
indicated. This will allow newly managed DS clients to be absorbed into the HIIS maintenance
program. Systems matching an existing compatibility class will be associated with an existing
or found a new compatibility class if it represents a new hardware platform that doesn’t match
an existing compatibility class. In this case, it will automatically have its drivers harvested — if it
matches the target OS specified in the Options>Settings dialogue.

Scheduled Image Maintenance

Maintenance is enabled by checking the “Turn on automated Imaging Maintenance”
checkbox. Maintenance interval can be set for day and time intervals for the server upon
which HIIS is installed. Maintenance uses the Windows Scheduled Task.

Important!  The maintance function will initiate a scheduled R efresh
- Classes action AND automatic, simultaneous collecti on of ALL
z uncollected classes, it is strongly suggested that maintenance not be
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enabled until most classes have been manually colle

cted. Failure to do this may result

18

in network overload as individual class driver/HAL

packs can exceed 100MB.
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Options Menu

Settings

)

The HIIS Identify analysis is configurable in the Settings menu option interface. The
Device Mode, Device Filtering options, and Target OS settings can be specified here.

Device Filtering

Since the Identify functionality of HIIS utilizes hardware device data about
Deployment Solution managed nodes to make grouping decisions, it may be
desirable to adjust which device types are considered. The device filter option,
within the HIIS Settings interface, allows selection of specific device types in your
environment that should be ignored (checked) from the Compatibility Class
calculation. Device types are separated into Common and Uncommon devices
based on the most popular categories which are desirable to be reinstalled during
the imaging process. By default, all Uncommon device types are filtered. For
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device classes that remain un-filtered (those without a checkmark), individual
device exceptions can be made in the.

Adding additional device filters will likely decrease the number of Compatibility
Classes that have been identified. However, removing filters can increase the
number classes and the amount of collecting necessary to support the
environment. Simply put, the more checkmarks that exist in the filter set, the less
“picky” HIIS will be in constructing Compatibility Classes, but the less “exactly
alike” those systems in a class may be. Based on the kinds of devices wished to be
supported in the imaging process, adding or removing device filters may be
necessary. Generally, it is desirable to filter out devices that are virtual devices
(software entities such as a VMware network adaptor) and those not requiring a
device driver (such as Monitors, Batteries and the like).

Target OS

The Target OS setting defines the Windows platform that will be used in the
imaging process created by HIIS. This setting should match the Windows platform
within the image intended to be used. The Target OS list is populated by platform
variations actually found within the current Deployment Solution database. The
Target OS setting is used to determine which computers are candidates for
addition to the representative list; only computers matching the Target OS criteria
and are online in DS will show as selectable candidates for their class. Target OS
selection may be presented as radio buttons or pull-down menus in various
versions of HIIS. While the operational logic is very similar, in the pull-down
equipped Ul's, the selecting of the “Any of this type” checkbox will allow any clients
of that OS category to be a candidate for driver harvesting. The checkbox is not in
use, multiple selections of sub-OS variants is possible.

Device Selection Mode

Device Name Mode —Uses device nhaming as a method to identify unique
devices. This is the default setting, as it does not require an additional
inventory (Advanced Hardware Inventory-AHI).

DevicelD Mode —Uses actual devicelDs to identify devices when calculating
class membership. This method is more accurate in that it relies on the actual
detected device ID (a hardware set entity that, unlike device names, does not
typically change with operating system or driver version) rather than the device
name which IS set by the drivers and may be inconsistently registered in
windows (depending on the software version) and thus causing the same
hardware to show up as different devices to Deployment Server and thus HIIS.
Device ID Mode does require that Advanced Hardware Inventory (AHI) be run
on all computers in the Deployment Solution environment. (see AHI below).
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Advanced Hardware Inventory (AHI)

When using DevicelD Mode, it is required that devicelD data be known for all
computers to be analyzed into class groupings. Advanced Hardware Inventory
(AHI) must be run on each computer in order to collect this data. During the
installation process of HIIS, a special AHI Job was placed in the HIIS Temp Job
Folder in the Deployment Solution Console interface. Running this small, silent
inventory can be accomplished by simply assigning this job to all computers within
the Deployment Server management console. If assigning the AHI job to all
computers, it may be to batch the inventory job if network bandwidth is a concern
(for network impact consideration, the AHI inventory agents are implemented as
DS software delivery jobs of approximately .5 MB and return results typically less
than 100K). The results of this inventory are placed into HIIS database tables and
are used when the Device Mode is set to DevicelD in the HIIS Settings interface.

While in DevicelD Mode, only computers which have ¢ ompleted AHI are
considered for grouping or are supported by the ima ging process.

Credentials

This dialog allows the changing of the credentials associated with running of driver
collect and AHI jobs. When credentials are re-set, all existing collect jobs and the AHI
jobs are deleted and recreated. This method can also be used to rebuild a mistakenly
deleted AHI job. If it is necessary to change the HIIS service account set during HIIS
installation, contact support@altrinsicsolutions.com for a utility to do so. This
functionality will be incorporated into a future version of HIIS.EXE
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Manage Profiles

When HIIS is launched it creates a default profile “Default” profile. The active profile
can be selected from the FILE menu and deleted from the Manage Profiles option of
the SETTINGS menu. HIIS profiles consist of the following:

Selected Target OS

Device Class Filters Settings

Collected Driver/HAL Packs (\\<dsserver>\eXpress\Collect\Library\<profile?\*.*)

Profiles can be deleted from the SETTINGS>MANAGE PROFILES menu item. When
a profile is deleted, ALL associated driver packs, filter settings and class membership
will be removed. Dropped drivers will be placed in a “Dropped” folder located in
\\<dsserver>\eXpress\Collect\Library\. If these items are no longer needed, it may be
advisable to delete them so that drive space is not taken up unnecessarily.
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Injection Management

These features are available under the Options menu and are used to manage various
aspects of system deployment.

Drivers

This interface allows the HIIS administrator toesttla compatibility class on the left
area and see which driver folders from the Unifigtver Repository (“UDR” located
in .\HIIS\Collect\Library\Drivers)comprise the dewpack for that class. To use the
interface, select a class on the left pane thabblas collected and whose driver pack
has both been both been uploaded by a collecbjolass pack location
(\\HlIS\Collect\Library\<profile>\<Compatibility Glss Number>\DRV) and imported
into the UDR by the successful completion of trst task of the collect job.
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HAL and Core OS Files

This interface is only used to make policy excemito the force injection of the HAL
which is activated on the “Advanced Options” fopligrment job creation located on
the EXPORT Tab. Use of direct HAL injection resuttdleployment FIRM injection
of the HAL files found under the following path:
AHIIS\Collect\Library\<profile>\<Compatibility Clss Number>\CORE. When this
option is toggled, the resultant deployment jolesatard will inject the HALL.DLL,
NTKRLNPA.EXE and NTOSKRLN.EXE into the image, ovetting the ones in the
image. Direct HAL injection should typically be egged for occasions when:

1. The HAL in the image is incompatible with the targkass, and...
2. The “Updatehal” functionality supported in the HIBysprep.inf does not work on
the system.

When a job is used that does use the HAL injeatiethod, the following interface
allows certain classes to be excluded from thaawien even if the job was selected
force-inject the HAL. This function was createdvtovide policy based shielding of
classes that were found to be incompatible with Hidiection.
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Mass Storage Device Selection

Mass storage drivers (such as those required foosugpecialized Serial ATA
“SATA” or SCSI disk controller chipsets) should $&lected and added to the
HIIS list of registered MSD devices by selecting tbw on the left side and
using the “Add Selected” button. It may be helgtulise the “Show only
drivers that are likely to be MSDs” filter and torson the Class column. Pay
special attention to the fdc and SCSI Adaptorsselasbut also look in the
System and other classes for relevant MSD driverpaments. Drivers added in
this interface are used in the HIIS image cregbiatess and added as part of
Sysprep packing of the template image system. Sivese devices come from
collected drivers, it is advisable to collect diisses possible and register MSDs
in this interface prior to creating a productiorage. Similarly, when new
system hardware featuring specialized mass statageets are added to the
HIIS management environment and collected, it ballnecessary to revisit this
dialogue and register any relevant new devicese@egv devices are
registered, it will be necessary to remake the tatapmage.

The ID column is actually the folder number of M&8D device driver in the
Unified Driver Repository.
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Applications

Use the Injection Management>Applications interface to add an EXE or MSI
driver installer with silent command line parameter specified and saving the
app to the repository.

Next, associate the application with the desired class as illustrated:

26
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Some drivers may not function correctly using this approach simply because
they may be required earlier in the system boot process than when these
applications are triggered to install. Application injection is managed through
this interface and executed in the cmdlines.txt portion of Sysprep unpacking on
a deployed system.

Using the same technique as detailed above, general applications (such as the
Altiris NS Agent) or applications that pair with specialized hardware can be
included with the injected driver pack and ran through the cmdlines.txt file. As
with drivers, a package supporting silent installation should be used with the
appropriate command-line specified in the cmdlines.txt file for the related CC.

Updating Drivers

Drivers can be upgraded in the file system without having to recompile the image. This can be
accomplished as follows:

Method I:

Use the Injection Management>Drivers interface (above) to associate a newly collected driver
to a class, and (optionally) disassociate the old driver. The disassociation step may be
optional because the assigned drivers are passed to the Windows plug and play driver loader
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which will typically choose the newer driver even though the old driver is available on the
system. This will only work for captured drivers that are captured in a Windows Plug and Play
compliant format. To capture a driver, load it onto a HIIS managed system, specify that
system as a candidate for it's CC and collect it, allowing 1-2 minutes post-collection for the
driver pack to be integrated into the UDF. All captured drivers should be fully tested prior to
production use. To associate or disassociate a driver, select the relevant class, then select the
driver under the Driver Repository list and click the desired association/disassociation button.

Method II:

Use the Injection Management>Applications interface to add an EXE or MSI driver installer
with silent command line parameter specified and saving the app to the repository.

Next, associate the application with the desired class as illustrated:
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Some drivers may not function correctly using this approach simply because they may be
required earlier in the system boot process than when these applications are triggered to
install. Application injection is managed through this interface and executed in the cmdlines.txt
portion of Sysprep unpacking on a deployed system.

Slipstreaming Applications

Using the same technique as detailed for executable driver upgrades in “Method II” above,
general applications (such as the Altiris NS Agent) or applications that pair with specialized
hardware can be included with the injected driver pack and ran through the cmdlines.txt file.
As with drivers, a package supporting silent installation should be used with the appropriate
command-line specified in the cmdlines.txt file for the related CC.
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Symptom

Cause

Resolution

HIIS Installer reports
.NET framework
error; HIIS installer
MSI fails to launch

Missing prerequisites
Insufficient Security
Permissions

Configure missing prerequisites (see Requirements
section this document)

HIIS should be installed while logged into an
account with full Administrator permissions

HIIS console fails to
launch and renders
license error.

The HIIS License has expired.

Use the HIIS License Utility
(START>Programs>Altiris>Hiis) to apply a valid
license file. Altrinsic Solutions licensing assistance
can be reached by sending an email to:
licensing@altrinsicsolutions.com

Identify tab Refresh
Classes returns no
results

Missing or expired license key
Console has not been closed
and re-opened after applying
license key

HIIS Option>Settings Device
Mode is set to “Device Id” but
AHI inventory has not been
performed or has not yet
remitted results.

AHI job failing

Use the HIIS License Utility
(START>Programs>Altiris>Hiis) to apply a valid
license file. Altrinsic Solutions licensing assistance
can be reached by sending an email to:
licensing@altrinsicsolutions.com

Apply the AHI job in the HIIS Temp folder of the DS
console to systems and verify complete job
execution before refreshing classes.

Verify online status of the AHI target systems and
verify correct configuration of security settings

No candidate
references computers
appear online in
some compatibility
classes

No Members of the class in
question are both online and
running the Target OS as
specified in the
Options>Settings dialog and
thus do not qualify as candidate
computers for driver collection.

Verify online status of systems running Target OS
that are in the compatibility class.

Verify OS match to Target OS setting of systems
that are online

Refresh Classes

After using the TOGGLE LOCKED STATUS feature
to lock the system desired to be upgraded to the
target OS, perform and OS upgrade, desired driver
installation and Refresh classes.

Driver collection job
stalls on select clients

System targeted for collection
has gone offline
Client firewall/AV interference
with collect.exe

Verify online status of system
Remediate local AV / Firewall configuration such
that it does not interfere with Collect.EXE function.

Driver collection job
fails on select clients

System targeted for collection
has gone offline

Client firewall/AV interference
with collect.exe

Collection job security account
context is failing on client

Verify online status of system

Remediate local AV / Firewall configuration such
that it does not interfere with Collect.EXE function.
Verify Job configuration of the collection job titled
with the target system name. These jobs are in the
HIIS Temp folder of the DS Console

Select driver packs
fail to load during
deployment and
require user
intervention

HIIS collected driver packs are
provided to Windows Plug and
Play. Some drivers may not
have been installed in a
manner compatible with MS
Windows PnP specifications.

Download a replacement driver installer from the
Device OEM and place the installer executable in
the \<DS
Server>\eXpress\HIIS\Collect\Library\<compatibility
class>\DRYV folder and add the command line for
silent installation of the driver to the cmdines.txt file
located in the same context as the DRV folder.
Delete the failing numbered driver pack out of the
DRV folder. Alternately, the contents of the folder
within the DRV folder can be replaced with a valid,
Windows PnP compliant driver. Non-failing driver
versions can also be upgraded in this manner.
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Support

Support for HIIS can be accessed by emailing support@altrinsicsolutions.com . Gratis email
support is available at this address, but is provided on an availability basis. Gratis email
support may incur a 72 hour or more delay in live response.

Organizations wishing to access priority phone fee based support may purchase support
incident packages from your HIIS reseller. For more information contact
info@altrinsicsolutions.com.
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Appendix | — HIIS Quick-Start Guide

(For use with HIIS 6.8.6578 and later.)

This document will assist users of Hardware Independent Imaging Solution with a
qguick implementation scenario. If you have any comments, questions or suggestions
regarding HIIS or this documentation, please send them to
support@altrinsicsolutions.com.

1. Access the Altiris Server Deployment Console and uninstall any existing HIIS version using
Add/Remove Programs.

2. Create or designate a LOCAL account on the DS that is in the administrators group. This will be used
for a service acct.

3. If you do not already have HIIS_Setup.MSI, download HIIS from HIIS download portal (updated
7/23/07): http://www.altrinsicsolutions.com/products/hiis/download.php (After completely filling out the
form on this page, you will get an email with a download link for HIIS_Setup.zip (which contains this
guide as well as HIIS_Setup.MSI). Uninstall any previous versions of HIIS from your Deployment
Server using Add/Remove Programs, then run HIIS_Setup.msi, progressing through the prerequisites
check and EULA. Use the following setup choices when prompted:

Choose NT authentication rather than SQL authentication.

Use the local account for the NT authentication account without any prefix like:

[Administrator] rather than [localhost\Administrator]...if you leave out the prefix, HIIS knows
you are specifying a local account...remember this account MUST be a member of the
administrators group. IMPORTANT: IF DS SECURITY IS ENABLED, THIS ACCOUNT MUST
BE ADDED AS AN ADMINISTRATOR IN DS SECURITY PRIOR T O CONTINUING WITH
THE HIIS INSTALLATION.

Choose temporary local security rather than domain security on the resulting popup. Just
accept the default acct name of HIISTEMP and specify a password SUFFICIENTLY STRONG
to allow this account (it will be used as the account during driver scrapes on clients and to
upload those drivers to the DS server) to be created permanently on the DS and it will be
created on the fly on the clients during driver scrapes and then deleted when the driver
capture job completes.

Launch HIIS and select the “I already have a license link”...browse to the license file (if not,
HIIS will only pick 20 nodes in trial mode).

4. Once the license is loaded, run HIIS and select Refresh Classes...all systems should return.

5. Go to OPTIONS Settings and select and check all unimportant device classes such as CD/DVD and
floppy drive systems...checking them will make sure these devices are ignored when HIIS is analyzing
systems for compatibility. Under COMMON DEVICES, you may choose to filter out (check): Batteries,
CD ROM, Disk Drives (these are not mass storage controllers), DVD/CD lines (2), Floppy disk lines (2),
keyboards, mice and other..., Monitors, Ports (Com & LPT), and USB Controllers. Under UNCOMMON
DEVICES UN-CHECK any device classes that you feel are important for HIIS to consider when HIIS is
analyzing systems to see if they belong in a compatibility classes. UNCOMMON DEVICES are live
inventoried from your environment and are ALL filtered out by default. Sometimes they are important
and need to be taken out of the filter (un-check). For example, in our demo set has “Intel Unified
Graphics Controller”...that should be a driver under the class “Display Adapter” because it is a video
card chipset, but wasn't properly classified by the programmer who made the driver.
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6. After saving the filter changes, hit REFRESH Classes and reload the data because of your filter
changes you may have a different number of classes which is the point of filters. Filter changes dump
all class and driver collections so set them BEFORE beginning driver selection.

7. Select AUTO button in the center of the console to find all online systems that are candidates for
driver collecting (are online in DS AND are running the target Operating System — the target OS is set
in OPTIONS>Settings. You need drivers compatible with the target OS in the image you want HIIS to
automate throughout all compatibility classes.

8. Go to the COLLECT Tab and check “Collect Microsoft Drivers” and highlight the systems from the
classes that you want to collect. The HIIS IMAGING job can only work if it is used against a class that
has been collected. Collecting sends out <1MB Collect.EXE to the machine and silently grabs a driver
pack, but may upload as much as 150 MB from complex machines with MS drivers also included. If you
have WAN network considerations you may not want to collect all your classes at once depending on
your networking environment. HIIS customers commonly collect as many as 10 at a time. Note in the
DS Console under HIIS JOBS> HIIS TEMP there are jobs created and assigned. If they fail, the most
likely scenario is that the password you used on HIISTEMP in install wasn't strong enough for the local
password policy on the client(s) or that someone shut the machine down or that the aclient is hung.
Drivers will upload to .\HIIS\Collect\Library\Profile1\<class number>\DRV . HAL will upload to same
path in the CORE folder. Classes will turn green once drivers are uploaded. HIIS then automatically
hashes all driver folders and copies ONE copy of every unique driver into .\HIIS\Collect\Library\Drivers
these are the ones that HIIS uses for deployment. They are represented in numerical folders.
Technically after a class pack has been loaded into the common DRIVERS folder, the class driver
packs could be deleted for disk space however you may choose to leave them there for reference.

9. After collecting ALL the classes, go to Options>Injection Management> and Mass Storage Device
Selection and ADD all the devices that are specialized disk controllers (think about SATA, SCSI/Raid
controllers for high end desktops and servers here). This step is required for all Mass Storage
controllers that lack OEM support for Windows. Disk controller errors are typically associated with the
blue screen error: 000x70b

In the event you have a failing driver during deployment: Injection Management > Drivers allows you to
select a class and associate/dis-associate drivers with the class. Classes on the left, ALL drivers in
master catalogue on the right and selected results in the center. If you select a *Captured * class you
can turn off a failed driver by de-selecting it in the middle and replace it by selecting a driver from the
right hand side and associating it with the class (use the button on the form). When you add in a driver
include ALL LINES THAT HAVE THE SAME FOLDER NUMBER allowing the same driver to be used
on multiple PCI Device ID’s. Optionally, you can use Options > Injection Management>Applications to
replace a de-activated (failing or outdated) Plug and Play driver with a driver installer application.

10. Edit .\HIIS\Sysprep\Sysprep.inf to have the correct CD key (edit the ProductKey=%PROD _LIC%
line to be ProductKey=<XXXXXX-XXXXXX-XXXXXX your windows CD Key> and save it (or you can
create a new Sysprep file on the Export tab in HIIS by clicking create — see step 11). This Sysprep.inf
has a token that is replaced that will upgrade a single HAL system to a Multi HAL...so if you use your
own Sysprep.inf you may loose this functionality. If you need to use your own Sysprep INF make sure
you copy in:

[Unattended]

;If the system has multiple processors the UpdateHal call will be uncommented

;%#*"Select * from [dbo].[HIIS_UpdateHalToggle](%ID%)"%UpdateHAL =
ACPIAPIC_MP,%windir%\inf\hal.inf

Also copy in:
[SysprepMassStorage]

;Script to dynamically add mass storage entries as associated in HIIS
;%#*"Select * from [dbo].[HIIS_MSDInjectionSysprepScriptLoader](%61D%)"%
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11. You need to register SYSPREP with your DS if this has not been done in the past. In HIIS click the
CREATE button on the “Select Image To Use” line of the Export tab. If in the “Sysprep Versions” box,
shows a selectable XP\2003 radio button then Sysprep is already loaded...if not get the deploy.cab file
and move it to .\sysprep and then reopen this form and it should show XP\2003 as selectable.
Lay down and your desired standard desktop image on a SINGLE PROCESSOR, ACPI HALL
DESKTOP SYSTEM WITH NO HYPERTHREADING, DUAL CORE OR SATA/SCSI MASS
STORAGE CONTROLLER.
Select this system in the create image form from the list of machines on the left
SELECT “EMBED SELECTED MSD's” this will add the specialized disk controllers selected
earlier to the image...NOTE: IF you need to later add support for another disk controller you will
need to add it under injection management and rebuild the image..but we automate by the
process we are doing here so it is not as painful as babysitting Sysprep has been in the past.
Once the source PC is selected and the image destination specified (for example:
Aimages\HIIS_XPO01.img)select CREATE JOBS and it will drop 2 jobs on the template system:
a prepare job that Sysprep packs the system integrating selected MSD’s and an image capture
job...see DS Console>HIIS JOBS> HIIS TEMP for job confirmation and status. When the
image is uploaded, select it on the EXPORT tab as the “selected image to use”.

12. Once the Sysprep.inf and uploaded images are selected then check the appropriate automation
environment (DOS/PE/Linux) that is in use in your environment and click the “Create Jobs for Standard
Deployment”. This will create jobs in DS Console>HIIS JOBS> HIIS IMAGING JOBS...NOTE: you may
have to press “F5” in the DS console to see that the image deployment jobs have been created in the
corresponding DOS/PE/LINUX folders.

NOTE: for imaging to work, we presume that you have a set up and working Altiris DS automation
environment ...including automation OS’s like Win PE having all required NIC AND MSD (for
SATA/SCSI controllers) so that automation can “talk” to the network and disks to lay down data. If you
don’t know how to modify PE to include non standard MSD'’s let us know and we can get you a HOW
TO document.

13. Identify an image deployment target FROM A CLASS THAT IS GREEN AND HAS COLLECTED
DRIVERS...and drag and drop the image job on it...watch it during automation and make sure the
numerical driver folders are being injected.

(14.) Optional...only turn on Maintenance on the Maintenance tab if you have already manually
collected all classes that are available to collect ...read the warning popup dialog that spawns when you
select maintenance to get details.



